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Results of survey on systems for personal information protection in foreign countries

This survey is intended to investigate and disclose the systems, etc. concerning the protection of personal information in foreign countries
to which we provide personal information, etc. (excluding countries that have been surveyed and announced by the Personal Information
Protection Commission Japan), and to inform the relevant individuals in advance of the survey.

In accordance with the survey policy published by the Personal Information Protection Commission Japan, we will conduct this survey
based on the following principles.

1. Existence of a legal system for the protection of personal information

Existence of comprehensive personal information protection laws and regulations.

2. Existence of information that could serve as a "certain indicator" of the system for the protection of personal information
in the foreign country concerned.

Whether or not the country has obtained the EU’s adequacy decision or is a member of the APEC CBPR.

3. "Essential differences" from Japan’s personal information protection system

Existence of provisions in the laws and regulations identified in 1. that are applicable to the eight principles of the OECD Privacy
Guidelines.

4. Other details of other systems that may have a significant impact on the rights and interests of the individual

Whether or not there is a direct obligation to retain personal information collected in the region, or whether or not the government
is required by law to provide personal information to the government for criminal law enforcement purposes or national security
purposes, if the government has access to personal information held by private purposes or national security purposes, if the
government has access to personal information held by private entities for either or both of these purposes. Existence of provisions
regarding.



Share the Future

i’ SMBC NIKKO

Cayman Islands

Existence of system for the protection
of personal information

The following laws and regulations exist as a comprehensive laws and regulations.

B The Data Protection Act

- URL:https://ombudsman.ky/images/pdf/laws_regs/Data_Protection_Act_2021_Rev.pdf

- Enforcement status : Effective September 30, 2019

- Organizations : Persons located in the Cayman Islands, organizations registered or
incorporated under the laws of the Cayman Islands, persons
operating or carrying on business through branches or other entities
located in the Cayman Islands and persons using personal data in
the Cayman Islands for any purpose other than through.

- Target information : All information about a living individual that can be used to identify

that individual.

Information that can serve as an
indicator of the system for the
protection of personal information

Adequacy decision by EU : None
Member of APEC’s CBPR system : None

Obligations of business, etc. or rights of
the individuals corresponding to the
eight principles of the OECD Privacy
Guidelines

Obligations of business, etc. or rights of the individuals corresponding to the eight principles of the

OECD Privacy Guidelines are as follows.

Collection Limitation Principle

As stipulated in the above laws and regulations.

Data Quality Principle

As stipulated in the above laws and regulations.

Purpose Specification Principle

As stipulated in the above laws and regulations.

Use Limitation Principle

As stipulated in the above laws and regulations.

Security Safeguards Principle

As stipulated in the above laws and regulations.

Openness Principle

As stipulated in the above laws and regulations.

Individual Participation Principle

As stipulated in the above laws and regulations.
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Accountability Principle

As stipulated in the above laws and regulations.



https://ombudsman.ky/images/pdf/laws_regs/Data_Protection_Act_2021_Rev.pdf
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Other regimes that may have a | m Systems related to the obligation of intra-regional storage of personal information that may have
significant impact on the rights and a significant impact on the rights and interests of the person concerned.

interests of the individual No applicable system

B Systems that impose on business operators the obligation to cooperate with government

intelligence activities, which may have a significant impact on the rights and interests of the
individual.

No applicable system
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Bermuda Islands

Existence of legal system for the
protection of personal information

The following laws and regulations exist as comprehensive laws and regulations.
B The Personal Information Protection Act
- Status of enforcement : Enacted July 27, 2016
However, provisions regarding obligations of businesses and
rights of individuals have not been enforced as of April 2022.

- Organizations : All organizations, businesses and government agencies that use
personal information in the Bermuda Islands.
- Target information : All information about identified or identifiable individuals.

Information that can serve as an
indicator of the system for the
protection of personal information

Adequacy decision by EU : None
Member of APEC’s CBPR system : None

Obligations of business, etc. or rights of
the individuals corresponding to the
eight principles of the OECD Privacy
Guidelines

Obligations of business, etc. or rights of the individuals corresponding to the eight principles of the
OECD Privacy Guidelines are as follows. This is subject to the enforcement of the above-mentioned
laws and regulations.

® | Collection Limitation Principle As stipulated in the above laws and regulations.

@ | Data Quality Principle Partially stipulated in the above laws and
regulations.

® | Purpose Specification Principle As stipulated in the above laws and regulations.

@ | Use Limitation Principle As stipulated in the above laws and regulations.

® | Security Safeguards Principle As stipulated in the above laws and regulations.

® | Openness Principle Partially stipulated in the above laws and
regulations.

@ | Individual Participation Principle As stipulated in the above laws and regulations.

Accountability Principle Partially stipulated in the above laws and
regulations.




Share the Future

i’ SMBC NIKKO

Other regimes that may have a | m Systems related to the obligation of intra-regional storage of personal information that may have
significant impact on the rights and a significant impact on the rights and interests of the person concerned.

interests of the individual No applicable system

B Systems that impose on business operators the obligation to cooperate with government

intelligence activities, which may have a significant impact on the rights and interests of the
individual.

No applicable system
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Saudi Arabia

Existence of system for the protection
of personal information

The following laws and regulations exist as a comprehensive laws and regulations.

B The Data Protection Act

URL:https://sdaia.gov.sa/en/SDAIA/about/Documents/Personal%20Data%20English%

20V2-23April2023-%20Reviewed-.pdf

Enforcement status : Effective September 14, 2023 (the grace period for compliance ends
on September 14, 2024)

Organizations : Public and private sector organizations (does not apply to the
processing of personal data for personal or family use). This also
includes foreign entities that process personal data concerning
residents of Saudi Arabia.

Target information : Any information relating to a data subject (individual). In addition,
data of deceased individuals is also included if it could lead to the
identification of the deceased or their family members.

Information that can serve as an
indicator of the system for the
protection of personal information

Adequacy decision by EU : None
Member of APEC’s CBPR system : None

Obligations of business, etc. or rights of
the individuals corresponding to the
eight principles of the OECD Privacy
Guidelines

Obligations of business, etc. or rights of the individuals corresponding to the eight principles of the
OECD Privacy Guidelines are as follows.

® | Collection Limitation Principle Partially stipulated in the above laws and
regulations.

@ | Data Quality Principle As stipulated in the above laws and regulations.

® | Purpose Specification Principle As stipulated in the above laws and regulations.

@ | Use Limitation Principle Partially stipulated in the above laws and
regulations.

® | Security Safeguards Principle As stipulated in the above laws and regulations.

® | Openness Principle Partially stipulated in the above laws and
regulations.



https://sdaia.gov.sa/en/SDAIA/about/Documents/Personal%20Data%20English%20V2-23April2023-%20Reviewed-.pdf
https://sdaia.gov.sa/en/SDAIA/about/Documents/Personal%20Data%20English%20V2-23April2023-%20Reviewed-.pdf
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@ | Individual Participation Principle Partially stipulated in the above laws and
regulations.
Accountability Principle As stipulated in the above laws and regulations.

Other regimes that may have a | B Systems related to the obligation of intra-regional storage of personal information that may have

significant impact on the rights and a significant impact on the rights and interests of the person concerned

B Systems that impose on business operators the obligation to cooperate with government

intelligence activities, which may have a significant impact on the rights and interests of the
individual.

No applicable system




